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Crystal The Conti Leaks Part Two: Who Did They Target & Why?

Executive Summary

The Conti Leaks Part Two is the second report in a series where the Crystal intelligence
and investigations team analyzed the recently leaked Conti chat logs.

This report includes previously unseen chat logs from 2020 and 2021.

From their logs, we know that Conti planned to attack 20-30 companies a day, and if a
business didn’t comply, they would threaten to destroy it.

Evidence shows huge anti-US sentiment amongst Conti members, while businesses in CIS
regions were not attacked.

We researched and verified that out of 89 companies found in the Conti chat logs, 76
were US-based, and only 13 came from other regions.

Crystal's findings show that the most significant payment request in the logs was 3,000
BTC, and Conti's most considerable single ransom payment was 725 BTC.

One of the biggest names mentioned in the logs was Pfizer. We've included original chat
logs between Pfizer employees, chat logs related to other companies, and English

translations of each chat.

The Crystal team noted that most Conti ransom attacks were not made public or reported
to law enforcement by the businesses involved.
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Cruel intentions of a ransomware network

In the first part of the series by the Crystal analytics and investigations team, The Conti Leaks
Part One: A Modern Criminal Network Unveiled we introduced the Conti group. We described
who they were when they got discovered first and what cybercrimes they worked with. The
key source for this report series is the leaked internal chat logs by one of the members
following Conti’s support of the Russian invasion of Ukraine.

Crystal’'s team has been analyzing the leaked data to understand this group’s inner workings
and potentially help solve crimes committed by Conti. In Part One, we examined the logs
released from 2021. Still, since the first report, we have come into possession of Conti chat
logs from 2020, logs that offer further insights into this group’s malicious and truly inhumane
intentions as they targeted “clients” for ransom.

Ambitious profit goals for a ruthless team

Conti is a large Ransomware-as-a-Service (RaaS) network with connections in the criminal
underworld. We know the group had big plans to extricate revenue from targeted companies
— their chat logs note plans to ransom 20-30 companies per day.

If successful, that would add up to 7,300 companies a year. With ransom requests anywhere
from 50 Bitcoin (BTC) up to 3000 BTC in 2020 and 2021 — if even half of the companies
Conti planned to attack agreed to pay even 5 BTC to Conti — it could have come to around
18,250 BTC. That equals USD 714,374,350 at today’s prices.

Original chat log

2020-10-06 target@q3mcco35 stern@g3mcco35a )) 8 OymMaw TONbKO O TOM

TO1:53:18. auwcstmt.onion uwcstmt.onion “)) I'm just thinking"

412365

2020-10-06 target@g3mcco35 stern@q3mcco35a 4yTobbl Mrna nouun no 2-3 pecaTka B [eHb
TO1:53:28. auwcstmt.onion uwcstmt.onion “That the [lgla] should lock in 20-30 per day”
051674

2020-10-06 target@g3mcco35 stern@q3mcco35a M LyMaKw OHM BbIMAYT Ha 3TOT 06beM 3a Mecsay,
TO1:53:56. auwcstmt.onion uwcstmt.onion “And I guess they will reach this volume in a month”
468092

2020-10-06 target@q3mcco35 stern@g3mcco35a ceronHsa Boobwe 4TO TO TaM TBOPSAT HepeanbHoe
TO1:54:04. auwcstmt.onion uwcstmt.onion “They're doing something crazy there today”
854320

Copyright © 2022 Crystal Blockchain B.V. All rights reserved. 04


https://crystalblockchain.com/articles/the-conti-leaks-part-one-a-modern-criminal-network-unveiled/

Crystal

The Conti Leaks Part Two: Who Did They Target & Why?

It's clear that if companies aren’t prepared to pay a ransom, the Conti team is ready to
destroy their business without remorse.

Original chat log

2020-10-09 target@g3mcco35 dandis@q3mcco35 1 yac Ha JIMHUM C UX PYOKOABCTBOM
T11:33:39. auwcstmt.onion auwcstmt.onion “1 hour on the line with their management”
585901

2020-10-09 target@g3mcco35 dandis@g3mcco35 M OHM ebyT MO3rM Ham

T11:33:42. auwcstmt.onion auwcstmt.onion “And they are fxxking with us”
445668

2020-10-09 target@g3mcco35 dandis@g3mcco35 Axaxaxax

T11:33:43. auwcstmt.onion auwcstmt.onion “hahaha”

729986

2020-10-09 target@g3mcco35 dandis@q3mcco35 Yrposbl

T11:33:45. auwcstmt.onion auwcstmt.onion “threats”

407195

2020-10-09 target@g3mcco35 dandis@g3mcco35 ebanun Mbl ux

T11:33:51. auwcstmt.onion auwcstmt.onion “We fxxked them”

597493

2020-10-09 target@g3mcco35 dandis@g3mcco35 HY BOT

T11:33:54. auwcstmt.onion auwcstmt.onion “well"”

893069

2020-10-09 target@g3mcco35 dandis@q3mcco35 0 YeM [AyMaKw KanuTaaucTbl

T11:33:57. auwcstmt.onion auwcstmt.onion “What are capitalists thinking about?”
756883

2020-10-09 target@g3mcco35 dandis@g3mcco35 0 pemMokpaTum?

T11:34:01. auwcstmt.onion auwcstmt.onion “About democracy?”

271803

2020-10-09 target@g3mcco35 dandis@g3mcco35 ebaTb ux

T11:34:03. auwcstmt.onion auwcstmt.onion “fxxk them”

434070

2020-10-09 target@g3mcco35 dandis@qg3mcco35 nycTb YMpPYT CYKWH

T11:34:12. auwcstmt.onion auwcstmt.onion “let the bxxches die”

405235 1 yac BpeMeHM nopTaumaum moero oguca

With considerable anti-US sentiment among the group, Conti preferred to target companies in
the US and the EU. Their chat logs reveal a lot of comments like “Fck USA... they should

“They've wasted an hour of my office”

suffer... | want to destroy their businesses.”

Original chat log

2020-10-19 target@g3mcco35 troy@q3mcco35au LyMak elle Mec Apyromn
T19:20:58. auwcstmt.onion wcstmt.onion “I think another month or two"”
682789
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2020-10-19
T19:21:03.
022508
2020-10-19
T19:21:05.
971598
2020-10-19
T22:22:50.
635430

target@q3mcco35
auwcstmt.onion

target@qg3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

troy@g3mcco35au
wcstmt.onion

troy@g3mcco35au
wcstmt.onion

troy@g3mcco35au
wcstmt.onion

The Conti Leaks Part Two: Who Did They Target & Why?

n 6ypet no 30-50 cepToB B Mecsay,
“And there’ll be 30-50 certificates/month”

BOT Tam cwa ebaTtb u ebaTb
“That's where we can fxxk and fxxk the US”

Bbl FOTOBbl pasbebbiBaTb cwa bypeTte
“Will you be ready to fxxk the US”

At one point, the Conti & Ryuk Groups planned to attack 428 hospitals in the US.

Original chat log

2020-10-30
T03:19:05.
881629
2020-10-30
T03:19:11.
676780
2020-10-30
T03:19:20.
754193
2020-10-30
T03:19:28.
435129
2020-10-30
T03:19:53.
453433

target@qg3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@qg3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

stern@g3mcco35a
uwcstmt.onion

stern@g3mcco35a
uwcstmt.onion

stern@g3mcco35a
uwcstmt.onion

stern@g3mcco35a
uwcstmt.onion

stern@g3mcco35a
uwcstmt.onion

6ypneT naHuka

“There’'ll be panic”

428 rocnuTtaneu

“428 hospitals”

no 2-4 cornacoBaHHbIX KOHTaKTa
“About 2-4 coordinated contacts”

3TO A Nuwy Tpow
“It's me writing [Troy]"”

nog OTP, 100%
“Undexr OTR, 100%"

M CMOTPU 4TO
“And look what”

Kpebc nybnukyeT y ceba HOBOCTb BuYepa, BOT MNepeBop PYCCKUM
https://www.securitylab.ru/news/513510.php

“Krebs published news yesterday, here’'s the Russian
translation https://www.securitylab.ru/news/513510.php”

Conti also attacked nursing homes. One of the members wanted to skip such places but the
manager said something like: "Fck them all, they all should pay."

Original chat log

2020-09-25
T10:17:56.
991435

target@q3mcco35
auwcstmt.onion

professor@g3mcc
o35auwcstmt.oni
on

watermarkcommunities.com - BOT TaKoW ewe MogHsnM npasa,
HauannM KayaTb WMH(O, HO BbLIICHUIM 4YTO 3TO 4YeT Tuna [OMOB

npecTapenbix... HaBepHoe He bygem ux?
“watermarkcommunities.com - here’s one more, we started
downloading info, but have found out that it's a kind of

nursing home...perhaps not attack them?”
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2020-09-25
T10:17:57.
693600
2020-09-25
T10:18:00.
115763
2020-09-25
T10:18:03.
133681
2020-09-25
T10:18:08.
054233
2020-09-25
T10:18:08.
510824
2020-09-25
T10:18:13.
614177
2020-09-25
T10:18:14.
844225
2020-09-25
T10:18:16.
912012
2020-09-25
T10:18:19.
314373
2020-09-25
T10:18:20.
901051
2020-09-25
T10:18:22.
929862
2020-09-25
T10:18:29.
136979
2020-09-25
T10:18:31.
721365
2020-09-25
T10:18:38.
491214
2020-09-25
T10:18:44.
419915
2020-09-25
T10:18:47.
755219
2020-09-25
T10:18:53.
226644

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

professor@q3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on

professor@g3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on

professor@g3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on

professor@g3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on

professor@g3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on

professor@g3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on
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bynem
“We will”

Haxyn
“frxk them”

OHW AEHbrU cAuMpawT
“They're charging money”

oKen)
“okay”

CO CTapuKos

“They charge the elderly”

nnatute 6abku
“Pay the money”

WM Ha ynuuy

“Or get out of here”

TaM TaK roBoOpAaT

“That’'s what they say”

a bM MX 4TO
“And we"

Kanetb b6ypem?

“Will we feel sorry for them?”

Mownu OHWU Haxy#n
“Fxxk them”

OK)
llok) ”

OHM TaM TOK PasBOAAT CTapuKOB
“They're just cheating on the elderly”

a He K annapaTaMm MoAKn4waT
“Instead of putting then on life support machines”

nowsnnM OHWU HaxyW
“fxxk them”

npAMO TaK M HanuwuTe B 3amnucke
“Write this on a note”

nycTb NAaTAT 3a BCe rpexwu
“Let them pay for all the sins”
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The biggest request to pay was from a "biotech" company, the name was written only in
Russian, Conti requested 3,000 BTC.

Original chat log

2020-10-10 target@q3mcco35 stern@g3mcco35a 725 + 270 + ewe KTO TO MNepeBeNn JeHbru 3a K4
T20:02:21. auwcstmt.onion uwcstmt.onion “725 + 270 + those who transferred money for the key”
161085

2020-10-10 target@g3mcco35 stern@q3mcco35a Nosppasnsio
T20:02:22. auwcstmt.onion uwcstmt.onion “congrats”
815943

2020-10-10 target@g3mcco35 stern@g3mcco35a nycTo ewe 6uotex nepesenyT 3k 6Tc )))))
T20:02:40. auwcstmt.onion uwcstmt.onion “Let Biotex transfer 3k BTC )))))”
896036

The most substantial amount paid was 725 BTC from an "employment" firm (possibly Career

Builder, but our team has not confirmed the name yet).

Crystal

Possible CareerBuilder payment to Conti
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There were also mentions of payments for 235 BTC, 75 BTC, 115 BTC, and 200 BTC from
other companies. However, the Crystal intelligence and investigations team is still looking into
those transactions to comprehend the context entirely. Keep an eye out for Conti Part 3.

We noted in Part 1 that funds from payment wallets moved to exchanges without any
obstacles - see the visual "withdrawals from Conti wallets to various exchanges."

Original chat log

2020-10-10 target@g3mcco35 stern@q3mcco35a ok 725

T13:54:12. auwcstmt.onion uwcstmt.onion Kapbep

318159 “Ok 725 ‘Carrier’”
2020-10-10 target@qg3mcco35 stern@g3mcco35a VDI
T13:54:13. auwcstmt.onion uwcstmt.onion

475135

2020-10-10 target@q3mcco35 stern@g3mcco35a n 270 nepesenu
T13:55:08. auwcstmt.onion uwcstmt.onion “And transferred 270"
840808

2020-10-10 target@g3mcco35 stern@g3mcco35a 1))

T13:55:11. auwcstmt.onion uwcstmt.onion

046966

2020-10-10 target@g3mcco35 stern@q3mcco35a Nosppasnsio
T13:56:26. auwcstmt.onion uwcstmt.onion “congrats”

896647

Copyright ® 2022 Crystal Blockchain B.V. All rights reserved.
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Conti decided on the amount of ransom payment to be requested based on open-source

data of companies' revenue such as zoom.info. See the Appendix below.

Original chat log

2020-10-09
T10:54:31.
791168

target@qg3mcco35
auwcstmt.onion

stern@g3mcco35a
uwcstmt.onion

“Revenue: $837 Million
Employees: 2000"
https://www.zoominfo.com/c/careerbuilder-11c/50843163"

As we mentioned, CIS countries were spared from ransom attacks in favor of US or EU-
based. Russia, Ukraine, & Belarus were always exempt from any Conti attacks.

Original chat log

2020-10-08
T03:03:27.
697988

2020-10-08
T03:03:34.
569708

2020-10-08
T03:03:42.
847349

target@q3mcco35
auwcstmt.onion

target@qg3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

voron@g3mcco35a
uwcstmt.onion

voron@g3mcco35a
uwcstmt.onion

voron@g3mcco35a
uwcstmt.onion

*Commonwealth of Independent States

eC/In KTO TO MOCArHeTCH Ha CHr
“If anybody trespasses CISx"

cpasy cTpendan TakoMmy B TFOJIOBY
“Shoot in their head at once”

unum 6uTon no ronose
“smash them with bats”

Crystal noted within the logs that Conti at one point received an official request to hack

astronautics.com, but for information rather than money. The company seems to be

connected to the military, a defense contractor. Crystal will explore these logs further.

Original chat log

2020-10-09
T14:21:42.
127355

2020-10-09
T14:22:03.
948820

professor@q3mcc
o35auwcstmt.oni
on

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

professor@g3mcc
o35auwcstmt.oni
on

astronautics.com

OTKpOWTE noxanyncra

nuoHepcKoe AesHue cpenaw Tam, npocunnm 6AMsKue oyeHb oTTyda
nojepraTtb [JaHHbIX

“astronautics.com

Open it please and I'1ll hack into it, close ones asked
very much to pull data from there”

a 3TO Ccly4yallHO He Ta ceTka
“Isn't that the network”
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2020-10-09
T14:22:06.
850358

2020-10-09
T14:22:10.
625055

2020-10-09
T14:22:12.
010957

2020-10-09
T14:22:30.
463885

2020-10-09
T14:22:35.
598972

2020-10-09
T14:23:00.
379233

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion

professor@q3mcc
o35auwcstmt.oni
on

professor@qg3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on

professor@q3mcc
o35auwcstmt.oni
on

professor@g3mcc
o35auwcstmt.oni
on

target@q3mcco35

auwcstmt.onion

target@g3mcco35
auwcstmt.onion

target@q3mcco35
auwcstmt.onion
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no KOTOPOM MHe cTy4yan peBepc
“that the [Reverse] was using"”

W npepnaranu Kakue TO AaHHble OT TyAaa
“And offering some data from over there”

no Kocmocy
“Over space”

BO3MOKHO
S TaM BCEeM MO3ru BbHEC KOrja OHa oTBanuiach
“I probably blew everyone's minds when it fell off”

TaM He (MH BOMpoc

“There’'s no financial issue”

3TO pedeHC KOHTpaKTop
“It’'s a defense contractor”

Companies attacked by Conti

Here we list some of the named companies attacked by Conti, along with the chat logs.
Included is Pfizer, Ridgeview Medical, Angelica, Clarus, Loomisco, Radial and SAI Global.

Pfizer

Original chat log

185.25.51.173-2
0210622.json

185.25.51.173-2
0210622.7json

185.25.51.173-2
0210622.json

185.25.51.173-2
0210622.json

185.25.51.173-2
0210622.7json

2021-06-22
T20:56:40.
274724

2021-06-22
T20:57:04.
258656

2021-06-22
T20:57:11.
694029

2021-06-22
T20:57:18.
438603

2021-06-22
T20:57:42.
150473

stern@g3mcco35a
uwcstmt.onion

stern@g3mcco35a
uwcstmt.onion

stern@g3mcco35a
uwcstmt.onion

stern@g3mcco35a
uwcstmt.onion

stern@g3mcco35a
uwcstmt.onion

leo@g3mcco35auw
cstmt.onion

leo@g3mcco35auw
cstmt.onion

leo@g3mcco35auw
cstmt.onion

leo@g3mcco35auw
cstmt.onion

leo@g3mcco35auw
cstmt.onion

Copyright ® 2022 Crystal Blockchain B.V. All rights reserved.

NPOCTO Hajo rPY3uWTb KPYMHbe KOHTOPb U BCe
“We just need to load big companies and
that's it”

Hy paBan pfizer
“Let’'s go with Pfizer”

pfizer 3apasu MmHe
“pass on the virus to Pfizer”

S XO4y MNOCMOTPEeTb YTO TaM eCTb Y HUX
“I wanna see what they have there”

BblKayaeM BCe 4YTO ecTb
“Will download everything"”
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Ridgeview Medical

Original chat log

Good morning. We are ready to pay when we can agree to an amount.
Our Max offer is $2MM or 151 BTC. If we can agree, we are ready to
send funds to your wallet for the key.

urna He xouyeTt, xouyeT 300 6Tc
“[lgla] doesn’t want, he wants 300 BTC”

S MONYy) pewanTe camu
“I clam up, decide yourselves”

3To Te rpe 75 nucem)
“That's where we had 75 letters”

Angelica
Original chat log

2020-10-12 stern@g3mcco35a professor@g3mcc BOT aHXenuka Hanucana
T14:00:47. uwcstmt.onion o35auwcstmt.oni “Angelica.com has written”
164657 on

2020-10-12 stern@qg3mcco35a professor@q3mcc uTO KOeT (annbl
T14:00:50. uwcstmt.onion o35auwcstmt.oni “that she’s waiting for files”
687479 on

2020-10-12 stern@g3mcco35a professor@g3mcc S UM oTnpasun
T14:00:52. uwcstmt.onion o35auwcstmt.oni “I've sent them”
349343 on

2020-10-12 stern@g3mcco35a professor@g3mcc M oHa b6ypeT AaymaTb
T14:00:55. uwcstmt.onion o35auwcstmt.oni “And she’ll be thinking"”
571969 on

2020-10-12 stern@g3mcco35a professor@g3mcc 155 6711

T14:00:57. uwcstmt.onion o35auwcstmt.oni “155 BTC"”
941394 on

Clarus

Original chat log

2020-10-07 professor@q3mcc stern@g3mcco35a a CKONMbKO Tbl y Knapyckopn 3anpocun?
T17:20:24. o35auwcstmt.oni uwcstmt.onion “How much did you ask from Claruscorp.com for?”
569243 on

Copyright ® 2022 Crystal Blockchain B.V. All rights reserved. 12
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2020-10-07 stern@g3mcco3b5a
T17:20:35. uwcstmt.onion
450751

2020-10-09 stern@g3mcco35a
T17:09:16. uwcstmt.onion
059976

2020-10-09 professor@g3mcc
T17:14:14. o35auwcstmt.oni
476704 on

2020-10-09 stern@g3mcco3b5a
T17:25:35. uwcstmt.onion
361821

2020-10-09 stern@qg3mcco35a
T17:25:36. uwcstmt.onion
580635

Loomisco

Original chat log

2020-10-09
T02:23:55.
109922
2020-10-09
T02:23:57.
449112
2020-10-09
T02:24:06.
225851
2020-10-09
T02:24:10.
718726
2020-10-09
T02:24:12.
597009
2020-10-09
T02:24:15.
276986
2020-10-09
T02:24:19.
732654
2020-10-09
T02:24:25.
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The Conti Leaks Part Two: Who Did They Target & Why?

90
uggn

32 6uTKa BbINIATUAU
“32 btc were paid”

Knapyckopn?
“Claruscorp.com?”

https://www.zoominfo.com/c/clarus-corporation/8373107

La
“yeS

”

Nymunyc
“Lumius”

OTnucanu
“answered”

CO3BOHMWJUCb C HMMM MO BUAEO CBA3MU
“We contacted via the video connection”

OHM noebanu Ham MO3ru
“they fxxked our brains out”

18 6Tc npepnoxunu
“They offered 18 btc”

06opoT y HuUx 30 M
“They have a turnover of 30 m”

non 6napb
“Lol £xxk"

4 pasa CO3BHMBaANUCb MO BUAEO
“We had video calls 4 times”

n ewe pas 30 6ns4b rosocoM NpocTo
“And 30 more using just fxxking voicemail”
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The Conti Leaks Part Two: Who Did They Target & Why?

OHM 3aebanu Hac
“They fxxked us”

NycTb CAOXHYT CYKM
“Let the b*xches dies”

Mbl BECb MeHeOMeHT ux ebem ceituac
“We’'re fxxking their whole management”

4YTO6bl OHM MOWMEHHO 3HalU CBOUX repoes
“So that they knew their heroes by name”

Cyku
“hrxches”

18 6TCc non 6napb
“18 btc lol f*xxk”

nycTb NAATAT MWAMNOHBI CYKWU
“Let the bxxches pay millions”

Yy KOHTOPbI
“The firm”

c 30m
“with 30 m"”

MUNINNOHLI ecTb 6nspb
“They have millions f*%k"

MunnuoHb”
“Millions”

Mbl UM 3TO ObbACHSEM
“We’re explaining this to them”

a OHM HaM yrpowawT
“But they are threatening us”

UTO Hac HaupyT MoToM
“That they'll find us later”

Xaxaxa
“haahaha”

KOEeM B roctu 6nampb
“Welcome fxxck”

18 6TCc cpaHble
“18 fxxking btc”
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The Conti Leaks Part Two: Who Did They Target & Why?

B ¥OMy MyCTb 3aTONKalT
“shove it up their axse”

HaM 3BOHST TUWWHA B 3ane
“They're calling us, silence in the hall”

1))))))))
“)))N"

MeHs1 MpocsT
“They're asking me"

NocnywaTtb
“To listen”

la

“A sec”

noaoXan)
”Wait) "

YmonswT
“They're begging”

XAXAXAXAXAX
“HAHAHAHAHAH"

6biM yrposbl
“They were threatening"”

a Tenepb yMmonsawT
“And now they're begging"

XAXAXAXAXA
“HAHAHAHAHA"

Kopouye XYW C HUMK
“fxxk them”

nycTb NAaTAT CKOK €CTb
“Let them pay what they have”

wac 3aKWHYT
“They'll transfer now”

75 6Tc poreopunuch
“agreed on 75 btc”

c 30M ceTKM 04 Mano, HO HOPM

“From the 30 m network it’'s very little, but
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The Conti Leaks Part Two: Who Did They Target & Why?

OTNn4YHO
“excellent”

La XyuHs
“Fuck it"”

Clp KakoW To
“it's surreal”

Tak
“well”

Xyl C HUMU
“fxxk them”

no yatam 6onbwe 30 6b He 3annaTWAM C TaKUM pPeBeHb
“In chats they wouldn’t pay more than 30 with such

revenue”
TOK HacTpoeHeu UCNopPTUIM

“Just spoiled the mood”

na eban a aTu BCce yaThl
“fxxk all this chats”

M crnamMepoB Bawux
“And your spammers”

3TO BCe TaKoil abcypp
“All this is so absurd”

OHM yrpoXanu onepaTopam
“They were threatening operators”

3anyrusanu
“intimidating”

4 yenoBseka cpanu Hepsbl
“4 people lost their nerves”

cKasanu faBiTe Jpyrue noroBopsT
“And said others would talk instead”

a wac 6napb ymonswT
“And now they’'re begging”

KanuTanusM Hapo ebaTb
“We should fxxk capitalism”
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2020-10-08 target@g3mcco3b5a
T20:35:53. uwcstmt.onion
064599

2020-10-08 target@g3mcco35a
T20:36:04. uwcstmt.onion
940575

2020-10-08 target@g3mcco3b5a
T20:36:34. uwcstmt.onion
567889

2020-10-08 target@g3mcco35a
T20:38:30. uwcstmt.onion
219307

Radial

Original chat log

2020-10-28 target@g3mcco35a
T19:06:12. uwcstmt.onion
587809
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576827
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192299
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The Conti Leaks Part Two: Who Did They Target & Why?

loomisco 6yxrantepa, 6eHeduT npoBalgepbl, nenponn

55 cepBakoB, okono 200 MK

“Loomisco accountants, benefit providers, payroll 55
servers, about 200 PCs”

70 6TC BbINIATAT CEroaHsa
“They'll pay 70 btc today”

3TO NoK ofjuca B 10 yTpa )
“This is office, lock (attack) at 10 am )"

npaBAa onepaTopbl Tenepb CApawMBawT, 3a4vyeM Mbl UX Tak
KEeCTOKO

“But to tell the truth operators are now asking why we
were that cruel”

JIOKN ecTb
“There're locks (successful attacks)”

KpynHble ecTb
“There are large ones”

60NbHMLBI NIOKOB WTYK 5-7
“There are about 5-7 locks of hospitals”

KTO TO npegnaraet 2m, urna npocut 17

KTO TO npepanraet 600k, wurna npocuTt 2Mm

peanan B nonHon 3apHuue, npocum 1300 6Tc, y HuX Tam
BCe Jierfioll, KPYyMHEeWwuih eKoMMepc MpoLecCHMHr, no obweHuw
Yy HUX B ®one Bce

“Somebody offers 2m, [Igla] asks for 17, someone
offers 600k, [Igla] asks for 2m

Radial is totally screwed, we're asking 1300 btc,
everything has gone down there, the largest ecommerce
processing, according to the conversation they’'re
totally screwed”

noOKa Tak

“That’'s it for now”

200 6Tc BbINAATUAM Ha [HAX
“They've paid 200 btc lately”

penvan [OnkHbl CYKM BbiMATauMTb GyayT HOpMasnbHO
“fxxking Radial have to pay a lot”
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The Conti Leaks Part Two: Who Did They Target & Why?

3TO OYeHb KYPMHbI NPOLECCUHT
“It's a large processing service’

’

Zaebis
“fxxking brilliant”

HY 3TO He TO4HO)))))))
“I'm not completely sure”

Ho
P

y Hux Bblbopa HeT
“They have no choice”

))
M))II

OHW CyAs no puanory
“Judging from the dialogue”

BCTPSIN CUJIBHO
“They're pretty much screwed”

N OHU MAMOTHI
“And they’'re idiots”

Cnanunuce
“Got busted”

CKasaB 4YTO OHM pepguan
“By saying they’re Radial”

3TO OfHAa M3 TpacToB
“It is one of the trusts”

Tam
“there”

OOVH U3
HI.t iSIV

TaM 6bin Ha 300
“It was for 300"

a peguan camum Ha 900
“While Radial itself for 900"

3TO KPYMHbl MUMNPOLECCUHI
“It's a large processing service

”

Copyright ® 2022 Crystal Blockchain B.V. All rights reserved.

18



Crystal

2020-10-25
T17:50:02.
391485
2020-10-25
T17:50:04.
207785
2020-10-25
T17:50:12.
760969
2020-10-25
T17:50:19.
873591
2020-10-25
T17:50:31.
382709
2020-10-25
T17:50:34.
738298
2020-10-25
T17:50:47.
368332
2020-10-25
T17:50:54.
862362
2020-10-25
T17:50:55.
770959
2020-10-25
T17:50:56.
769102
2020-10-25
T17:50:57.
958645
2020-10-25
T17:51:03.
605149
2020-10-25
T17:51:10.
684020
2020-10-25
T17:51:11.
296935
2020-10-25
T17:51:17.
352295
2020-10-25
T17:51:25.
711276
2020-10-25
T17:51:29.
070443

target@q3mcco35a
uwcstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

target@q3mcco35a
uwcstmt.onion

target@g3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@qg3mcco35a
uwcstmt.onion

troy@g3mcco35auw
cstmt.onion

target@qg3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

The Conti Leaks Part Two: Who Did They Target & Why?

a wac CTOHYT
“and now they are moaning”

da znau bili drugie trasti

“I know, there were other trusts (trust companies)”

18 shtuk ya videl
“I've seen 18 items”

no popast ne smog
“But I couldn’t get in there”

prinyal reshenie ne tyanut
“I've decided not to linger”

Postavili
“So I did that”

HY MeTKO MocCTaBuu
“You did it well”

pepaun y MeHs MpocUTAM caenaTtb
“Radial asked me to do”

Xakepsl
“hacks”

nog, KapThl
“For cards”

Korpga To
" n
once

1 rosopunu
“And they were saying”

YTto TaMm ebaTb TUMO ceTKa BEKOB MOKET ObiTb
“what the fxxking kind of network of ages could
there”

Non

“101"”

HYy BOT 3Ta ceTka
“Here’'s this network”

B JloKe
“In the lock (successful attack)”

cynbba ee HacTurna
“fate caught up with it”
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2020-10-25
T17:51:29.
944021

2020-10-25
T17:51:35.
656590

2020-10-25
T17:51:38.
103146

2020-10-25
T17:52:18.
288690

2020-10-25
T17:52:21.
289110

2020-10-25
T17:52:21.
865156

2020-10-25
T17:52:23.
584268

2020-10-25
T17:52:25.
576009

2020-10-25
T17:52:29.
195449

2020-10-25
T17:52:32.
772300

target@q3mcco35a
uwcstmt.onion

target@g3mcco35a
uwcstmt.onion

troy@g3mcco35auw
cstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@g3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

SAl Global

Original chat log

2020-10-08
T02:09:58.
333429

2020-10-08
T02:10:01.
638123

target@q3mcco35a
uwcstmt.onion

target@qg3mcco35a
uwcstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

target@q3mcco35a
uwcstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

troy@g3mcco35auw
cstmt.onion

professor@g3mcco
35auwcstmt.onion

professor@g3mcco
35auwcstmt.onion

The Conti Leaks Part Two: Who Did They Target & Why?

c Tobou
“With you"

yemy 9 u pap

“And I'm happy about it”

))
M))II

ecqin BCe OK

“If everything is okay”

nocaBute 6onbHUYEK
“Provide hospitals”

wtyk 30
“30 items”

3a Hepenw
“Per week”

Non
HlolH

nymaw 6ypeTt 36¢

“I think it's going to be fxxking great”

NOCMOTPUM)
“We’ll see”

nosTomy ecnu cuarnoban oTeeTAT
“So if SAI Global answezr”

noctaBum mmMm 10K 6UTKOB
“We’ll provide 10k bitcoins”

Copyright ® 2022 Crystal Blockchain B.V. All rights reserved.
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The Conti Leaks Part Two: Who Did They Target & Why?

Connecting wallets to the ransomware attacks

Below are some of the largest crypto wallets we found involved in Conti attacks:

Conti Wallet #1
3BcVNB1MVBYP8eiEvOQRwWCGYyUhERmMxHzdX

In our research we noted that this wallet received 200 BTC from a "portfolio company".

Crystal

Conti Wallet #1

3BcVNB1MVBYyP8eiEv9QRWCGyUhERmxHzdX

@1 3BcVNBIMVBYPBEIEVIQRWCGYUERmxHzZdX Conti Wallet

Copyright © 2022 Crystal Blockchain B.V. All rights reserved

Original chat log

2020-10-29
T21:25:42.
633100

2020-10-29
T21:26:01.
987525

2020-10-29
T21:26:39.
794281

2020-10-29
T21:26:48.
486924

target@q3mcco35a
uwcstmt.onion

target@qg3mcco35a

uwcstmt.onion

target@qg3mcco35a

uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

stern@g3mcco35au
wcstmt.onion

stern@g3mcco35au

wcstmt.onion

stern@g3mcco35au

wcstmt.onion

stern@g3mcco35au
wcstmt.onion

uuuuuuuuu

cTepH a u4To 370 3a 3.8 67C?
“Stern what are the 3.8 btc?”

Tam HaMm BbinAaTuan 200 6Tc, Tbl C HUX 4YTO TO NepeBoAUN?
M uTo 3TO 3a 3.8 6TC NpUWAM UAWM CKONbKO TaMm

“We were paid 200 btc, have you transferred any of
those?

And what are the 3.8 btc I got or wahtever”

urna tebe 70 6Tc nepeBen, 3To ¢ Hux 3.8 6TC ?
“[lgla] transferred you 70 btc, are the 3.8 btc from
those?”

WM C 4Yero 3aTu 3.8 He MoOWMy MNpPoOCTO
“0r where are these 3.8 from I just can’t understand”
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2020-10-29 target@g3mcco35a stern@q3mcco35au https://www.blockchain.com/btc/address/

T21:28:16. uwcstmt.onion wcstmt.onion 3BcVNB1MVBYP8eiEv9QRWCGYUhERmxHzdX

233217 3TO TO UTO 3aKuHynu noptdenu 200 6Tc
“https://www.blockchain.com/btc/address/

3BcVNB1MVBYyP8eiEv9QRWCGYUhERmxHzdX
This is what the portfolio company sent 200 btc”

Conti Wallet #2
1G9Zwp2cBdrM8o3wpactcqrwBNC3xGEm1lo

This wallet was confirmed to have been used for covering office expenses

Crystal

Conti Wallet #2
1G9Zwp2cBdxrM8o3wpactcqrw6NC3xGEmlo

i+ ) timeme o (e AR o \aRs wiEe s - YO

7sfEcyt 536132654 514064049 1DigxNam. i P
SETC—b 1 ) | —0015BTC-0015 BTC—b1 | =002 BTC—8=0012 BTC.

604302835 604316425

11111

. )Jull‘[—o—nzwc—bOv—nzsrc—o—czar:—bl ) —0.2587C~@ 00083

585750355 15Gprob. 587827566

{1

0 Conti wallet +++
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Original chat log

2020-07-16 target@g3mcco35a stern@g3mcco35au CKONIbKO y Tebs NpocuTb Ha WNb, aBrycT W HOBbIN? He
T17:42:58. uwcstmt.onion wcstmt.onion HpPaBUTCA MHe 3TO, Mbl JABHO 0O6GCy®panu 4UTO O(UC [ONKEH
674757 ceba okynaTb caM M no obbekTaMm cnocobHbl 3TOo genatb, a

He Nle3Tb B KapMaHbl K Ham

“How many times should I ask you for the funds for
July, August and the new one? I don't like it, we
discussed a long time ago that the office should pay
off itself and people on places should be able to do
so, instead of getting into our pockets”

2020-07-16 target@q3mcco35a stern@g3mcco35au pewalt cam, nouHTepecyica y pebaT, MOKeT TaM 4To TO

T17:45:27. uwcstmt.onion wcstmt.onion BbICTPENINIO WNKN BLICTPENUT yke "cenyac"

913159 “Decide yourself, ask the guys if there’s been any
success or if it will be “now””

2020-07-16 target@g3mcco35a stern@g3mcco35au Kowenek TOT He

T17:45:37. uwcstmt.onion wcstmt.onion 1G9Zwp2cBdrM8o3wpactcqrw6NC3xGEmlo

180969 “The same wallet 1G9Zwp2cBdrM8o3wpactcqrwb6NC3xGEmlo”
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Crystal

Conti Wallet #3

The Conti Leaks Part Two: Who Did They Target & Why?

1AXiwETqgQoA52Jk5CmJkbAPUWS8NR7VUYz

This wallet is confirmed to have received a percentage of funds from various attacks.

Crystal

Conti Wallet #3
1AXiwETqqQoA52Ik5CmIKbAPUWNSNR7VUYz

Ty DR o=@
| § | —eszsc—e—rsee—bt © ,—u;sa:c-o—vssrc—>®—szssrc—o—azamc—»@—azsarc-o\

R = VgV = = = .
cami I/

856904343 belgBrpw... be1gaas2...

JHR®
' )—12mc—o—:zarc—oQ—1zsrc—o—xzmc—;O—vavc—/
IRY =

OceanEx 375erizE... 3CjmkEZh...
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Original chat log

185.25.51.173-2 2021-05-07 bentley@qg3mcco3

0210507.7json T12:57:09. Sauwcstmt.onion
894275

185.25.51.173-2 2021-05-07 stern@g3mcco35a

0210507 .json T12:57:28. uwcstmt.onion
860578

Copyright ® 2022 Crystal Blockchain B.V. All rights reserved.

stern@g3mcco35a
uwcstmt.onion

bentley@g3mcco3
5auwcstmt.onion

2HR
/@—BQSB?C—.—EQSBYC—D@—E&BBTC-’—QMB\‘C—D' |
= = R

1

KWAXNKT. 1C2Ty20M. Vexel
8.96 BTC

*®_+* fuy
A v

3FQFEBMY... Garantex

2 TR
9.04 BT A4—35BTC—p 1 1
= N

Bybit

2.928TC 8.181C

x‘\djy A
‘% 276561 @=14188TC—>1 O |
S = D,

Conti leaks.
26.25 BTC

Huobi Glob...
245 BTC

g 2 HR
156TC—b 1 | ——88TC—@—g88TC—> ! |
= N \

561247933 Binance

#1 1AXiwETqqQoA52Jk5CmJKbAPUWBNR7VUYz Conti Wallet

NoHan. Kypa 3akuMHYTb 4TO MHe nyns Buepa
CKUHYn?

“I see. Where should I transfer the money
[Pulya]transferred to me yesterday?”

1AXiwETqqQoA523k5CmIkbAPuW8nR7VUYz
“1AXiwETqqQoA52Ik5CmIkbAPUW8NR7VUYZ"
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Conti Wallet #4
17CXNT62tqJLXbFVSgDXx5CDyaneLheMB6Ym

This wallet is confirmed to have received a percentage of funds from various attacks.

Crystal

Conti Wallet #4
17CXNT62tqILXbFVSgDX5CDyaneLheM6Ym

-0~ 0

1M9afZov. 1FCYSUBh.

40.5 BTC 1 17CXNT62tqJLXbFVSgDX5CDyaneLheM6Ym Conti Wallet ~ +««

] 1
s .

)
2581C ' $ )| ——s.868TC
9., =

.
./ Bitfinex 54.99 BTC=P 1
T = .
o
S

22581C g 1008TC
INF7QWEZ 3 )
20.2787C

g -~ T AANG)

i
(-2

352310451 8.4 ETC) 5040 B1C 256012218

)
H

25 8TC Kral

g ST
Lol aasrc cearc—bt )
A v = . ’

Ryuk Any Cash
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Original chat log

2020-07-04 logan@g3mcco35au stern@g3mcco35au 17CXNT62tqILXbFVSgDx5CDyaneLheM6Ym

T10:56:20. wcstmt.onion wcstmt.onion aKTyanbHbIN?
705349 “17CXNT62tqILXbFVSgDx5CDyaneLheM6Ym
relevant?”

2020-07-04 logan@g3mcco35au stern@q3mcco35au feHer XxoTen BblgaTb
T10:56:32. wcstmt.onion wcstmt.onion “Wanted to send money”
737934

Copyright ® 2022 Crystal Blockchain B.V. All rights reserved.

. S . ’
) —2.028TC~@=0298TC—b | ) —17287c~—" 481598058 —e-20278TC-p1 | —=<39.9 BTC ~@=99.9 BTC P |
, = \ . = » \

R
.U

Huobi Glob.

nnnnnn
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Conti Wallet #5
153A88YKKZtQTABAcBvWwWVq1JDJLYCsgpQ

This wallet is confirmed to have received a percentage of funds from various attacks.

Crystal

Conti Wallet #5
153A88YKKZtQTABACBvVVIWVG1IDILYCsgpQ

T AR
' $ | = 7597 BTC@—758TC—$1 ) | ——758TC —@—75 arc—>O—7s BTC
. = s = = -
2 e 00001BTC .o
Gemini 732593181 belqufac. 4 LR
225 8TC 0.0002 BTC ' $ |
.,

5 8TC o

+ W \-‘ ¢ ¢ 7 HItBTC
' ) =58 BTC —@=—58 BTC—P —— 58 BTC —@—58 BTC—P —— 58 BTC —#=39.15 BTC—» —39.15 BTC ~#=33.35 BTC—» —33.35 BTC ~@=23.2 BTC™ | 1} 5B8TC
LR = = = Ny |

Ex

Ocean! 3PQfyDpL 3DVoasY] 3aKdafmT. 3BUAPNKS | 304967501
Q

23.28TC

“1 153A88YKKZtQTABACBVWWYq1JDJLYCsgpQ Conti Wallet
708047497

9 AM “ene
Copyright © 2022 Crystal Blockchain B.V. All rights reserved
Original chat log
2020-10-09 stern@g3mcco35au target@g3mcco35a B MTOre BeCb LMK 3aMKHyncs
T17:17:19. wcstmt.onion uwcstmt.onion “As a result the whole cycle closed”

985410
2020-10-09 stern@g3mcco35au target@g3mcco35a 153A88YKKZtQTABAcBvvIWVq1IDILYCsgpQ

T17:18:42. wcstmt.onion uwcstmt.onion 30%, 3TO MHe u pewaeBy
462447 “30% is for me and [Reshaev]”

Copyright ® 2022 Crystal Blockchain B.V. All rights reserved.

~ M

T
11.928TC=»! @ | —827BTC—@—6BIC—P1! (F')
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Hydra Mark.
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Conti Wallet #6
1EZY2exVg9LvbwBaXWPoR7bYhfNRBXC3m5

The Conti Leaks Part Two: Who Did They Target & Why?

We know that this wallet received a percentage of funds from various ransom attacks, and

the majority of its funds were moved to RenBTC and were then swapped for ETH.

Crystal

Conti Wallet #6

1EZY2exVq9LvbwBaXWPoR7bYhENRBXC3m5

.

Binance

/1R ® K
' $ )—136\315-.—7savc—b®—75src+s7savc—>®—s7savc+zszam—b' ]
Al . = = = A ’

300037225

Kraken

A =N *//
I et e o
2., = 8 7 =

291726060

OceanEx

R
' | — 59,6 BTC—8—0.98 BTC—P
N =

19w47b2x

Gemini

30Ah2eSm.

3crhagfd...

DR
O—osasrc-o—nsasvc—w I—xazsvc*\
T =

352310451
0.86 BTC

T g
' $ ) =——80BTC—@=—80BTC—d! ) |—zﬁsrc—.—s;ﬁavc»O—zs:sﬁarc
P, e = =

500546286

32KyJWUA.

3BWTXVS.
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Original chat log

1FACRUZL.

—56.62BTC0—

to 8
oaserc—bt X}
il

Wasabi wal.
0.18BTC
156.75 BTC
o e s
| —184.06 BTC @+ 119.54 BTC 1 ) —331.32 BTC@—331 BTC—P ——331BTC—@—330 BTC—P ! !
= v . = = v

,

'
2831B1C N

558882234 715071027 be1gseat Ren Excha...

26.95 BTC

#1 1EZY2exvqsl by 3m5 Conti wallet

2020-10-23 target@g3mcco35a stern@g3mcco35au [16:33:30] <bob> tam viplatili odni, 22btc
T15:23:33. uwcstmt.onion wcstmt.onion “Someone has paid, 22 btc”

869896

2020-10-23 target@qg3mcco35a stern@g3mcco35au BOT 3TOT ele

T15:23:40. uwcstmt.onion wcstmt.onion “This one as well”

703019

2020-10-23 target@g3mcco35a stern@g3mcco35au BbINAATUN)

T15:23:46. uwcstmt.onion wcstmt.onion “Has paid)”

044397

2020-10-23 stern@g3mcco35au target@g3mcco3ba Da

T15:34:47. wcstmt.onion uwcstmt.onion “yes"

217704

2020-10-23 stern@g3mcco35au target@g3mcco35a nan kouw

T15:34:48. wcstmt.onion uwcstmt.onion “Give me a wallet”

793032

2020-10-23 target@g3mcco35a stern@g3mcco35au 1EZY2exVq9LvbwBaXWPoR7bYhENRBXC3m5
T15:46:13. uwcstmt.onion wcstmt.onion “1EZY2exVq9LvbwBaXWPoR7bYhENRBXC3m5"”
157697
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2020-10-23
T15:46:20.
605660

2020-10-23
T15:46:22.
449318

2020-10-23
T15:46:23.
539315

2020-10-23
T15:46:24.
549859

2020-10-23
T15:46:26.
615601

2020-10-23
T15:46:28.
456901

target@q3mcco35a
uwcstmt.onion

target@g3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

target@q3mcco35a
uwcstmt.onion

stern@g3mcco35au
wcstmt.onion

stern@g3mcco35au
wcstmt.onion

stern@g3mcco35au
wcstmt.onion

stern@g3mcco35au
wcstmt.onion

stern@g3mcco35au
wcstmt.onion

stern@g3mcco35au
wcstmt.onion

The Conti Leaks Part Two: Who Did They Target & Why?

KpynHbix
“Large ones”

WTyK 25 HOBbIX
“About 25 new ones”

CymmapHo
“In total”

3a Hepenw
“Per week”

oT 1 mnpa
“From 1 mlxd”

300-500 mn
“300-500 ml”

Copyright ® 2022 Crystal Blockchain B.V. All rights reserved.
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Confirmed crypto payments made by companies to the
Conti group

In the below visualization from Crystal’s platform, we can see a payment being made by a
“portfolio company”, with the funds then moving to Suex (the blocklisted Russian exchange
that nested services on Binance), to Hydra Darkmarket, to Ren exchange, and to Wasabi
mixer.

Regarding Suex, as reported by CNBC: “The Treasury alleged that the crypto exchange Suex
‘has facilitated transactions involving illicit proceeds from at least eight ransomware variants.”

Crystal

Conti payment from a "portfolio company" moving to
SUEX, Ren Exchange, Hydra, & Wasabi

PO O Ot e O ) (o) s
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/J:f—?* 08 =00, . 0 S0 208 e
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J

Below we can see a transfer of funds from “HDP” to the Conti group on May 4, 2022, which
then moved to OKX exchange (formerly OKEXx), and then the Conti group crossed chains from
Bitcoin (BTC) to Ethereum (ETH) where the funds moved to Ren exchange.
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Crystal

HDP transfer of funds to the Conti group on May 4, 2022,
then moving to OKX, and cross-chain BTC/ ETH to Ren

o -’O ' O !
<1 payment from HDP = = =)
e
/.@_ e *O_ — *Q_ @
; e, mEe

1 Conti Wallet

24 Wallets with Settled Funds

In the below visualization, we can see payments from "Ottawa" (a Conti nickname for the
unnamed Canadian company) that transferred funds to the criminal group via Gemini, with
several transactions then “settling” in various different Conti wallets

Crystal

Payments from "Ottawa", the unnamed Canadian

#1 part of funds moved to OKX

company via Gemini, settling in several different o
Conti Wa"ets a1 g:mn::;mCnmifmmcanaman
(s
(@@
i .
i O s s @imtan ) s en Qe )
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The lack of ransomware reporting due
to the stigma attached

The sheer scale of Conti’s activity is remarkable; the lack of humanity in its selection and the
pursuit of victims is deplorable. But what’s key to note is the overwhelming majority of Conti
attacks were not public, with business owners potentially preferring to hide the ransom attack
from their shareholders or other interested people. These businesses may not intentionally be
supporting Conti, but they aren’t stopping the cycle.

We need more focus on the services that may inadvertently support groups like Conti. Does
your compliance policy require outbound transaction screening, and do you seek to
understand the business nature of the transaction? Here are a few red flags to consider if a
business may be paying a ransom. Practically speaking, this means finding additional
information about the purpose or nature of a transaction:

Is there a large purchase of cryptocurrency by an organization or individual with no
obvious purpose or against the typical business model of the organization?

Are there media reports of a cyber attack against a business, either named directly or
from the same region or industry? (This could also take the form of claims of an attack by
a group against the business, prolonged service outages, or breach notification.)

Has there been any leak of the company's sensitive information online? These are usually
held in specific forums or message boards, however often security researchers will post
about these on social media platforms.

We’'ll discuss the stigma attached to ransomware reporting in our next webinar, “The Conti
Leaks & Crypto-Ransomware Reporting, on June 9, 2022, at 2:00 pm CET and why we think
it’s important that we work to remove reputational issues so that more companies can come
forward and report the attack, so more criminals can be caught. Register for the webinar here.

In the Conti Leaks: Part 3, we'll give insights into the level of work put into making this group
seem like a legitimate business, from company numbers and salaries and where they sourced
their hires, to office setup and how they may have conned unaware employees eg. developers

into doing ransomware work unbeknownst to themselves.

To find out more about our research or to get in touch about your own case you can contact
Crystal’s investigations team at investigations@crystalblockchain.com

In case you missed it... The Conti Leaks Part One: A Modern Criminal Network Unveiled
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Appendix

The Conti Leaks Part Two: Who Did They Target & Why?

NOTE: The below tables show 89 companies mentioned by name by the Conti Group in their chat logs

(there were likely more attempts on more companies on further research, below are the company names

we could verify for now). Crystal observed that of the 89 named companies revealed in the chat logs, 76

are US-based, six are Canada-based, one is UK-based, one in Scotland, one in Australia, one in Saudia

Arabia, one in France, and one is based out of China.

US-based Companies

efender

Marine Outfitters of Choice Since 1938

A Astronautics

hl SILANE

LIVEe®WORKS®STHRIVE

Broe

Real Estate Group

@B careerBuilder’

CLARUS
eCalmpuseen

=z

Defender Marine

Help at Home

Angelica

Aspen Pointe

Astronautics

Atlanta Housing

Bretzrv

Broe

Career Builder

Clarus Corp

eCampus

Flemington

Hallag

Marine Outfitter

Homecare

Textile

Healthcare

Aviation Manufacturing

Real-estate

Car Dealership

Real-estate

Human Resources

Manufacturing

Education/ Retail

Dealership

Facility Management
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Waterford, Connecticut

Chicago, Illinois

Chicago, Illinois

Colorado Springs,

Colorado

Milwaukee, Wisconsin

Atlanta, Georgia

Boise, Idaho

Denver, Colorado

Chicago, Illinois

Salt Lake City, Utah

Lexington, Kentucky

Flemington, New Jersey

Kerman, California

$68 Million

$2 Billion

$300 Million

$73 Million

$307 Million

$147 Million

$70 Million

$600 Million

$837 Million

$333 Million

$54 Million

$147 Million

$4.2 Million
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https://www.defender.com/
http://helpathome.com
http://www.Angelica.com
http://www.aspenpointe.org
http://www.astronautics.com
http://atlantahousing.org
http://bretzrv.com
http://broe.com
http://careerbuilder.com
http://www.Claruscorp.com
http://ecampus.com
http://flemington.com
http://hallag.com
https://rocketreach.co/hall-management-profile_b41b5a35ff4f1183
https://www.zoominfo.com/c/flemington-national-bank/14647772
https://rocketreach.co/ecampus-com-profile_b5c69bb2f42e0c97
https://www.zoominfo.com/c/clarus-corporation/8373107
https://www.zoominfo.com/c/careerbuilder-llc/50843163
https://rocketreach.co/the-broe-group-profile_b5c696c3f42e0c98
https://rocketreach.co/bretz-rv-marine-company-profile_b442bfecfa27d5c2
https://www.zoominfo.com/c/atlanta-housing/7654463
https://www.zoominfo.com/c/astronautics-corporation-of-america/3178537
https://www.zoominfo.com/c/aspenpointe-inc/346194575
https://rocketreach.co/angelica-corporation-profile_b5c01c5df42e0fcc
https://www.zoominfo.com/c/help-at-home/348727434
https://www.zoominfo.com/c/defender-industries-inc/34147329

Crystal

PIPER LOGISTICS

@/ WESTERN OVERSEAS CORPORATION

Capitol Cable

Communications, Inc.

®) KRUSECOM
illar

FURNITURE - APPLIANCES - MATTRESSES

Crgc!ilLQne“

Agricultyeal Hall

an Agriculture SBly & Resource Center

@ HistoTrac

MipOceaN

Partners
network [\
capital. IN!
lRowmark

CONSTRUCTION

% SKYAKES

MEDICAL CENTER

Steelcase

g SHODK

uotes.com
Over 400,000 Customers Insured

Piper Logistics

Western Overseas

Capitol Cable

Krusecom

Pillar Support

Sams Furniture

Credit One Bank

Great Falls Public

Schools

Aghall

Histotrac

MidOcean Partners

Network Capital

Rowmark

Shook Construction

Skylakes

Steelcase

Stockton

Sykes (previously

Alpine Access)

Uhsinc

Lifequotes
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Logistics

Logistics

Design & Consulting

Services

IT

Healthcare

Retail

Banking

Education

Agriculture

Software

Financial Services &

Investments

Financial services

Manufacturing

Construction

NGOs

Manufacturing

Education

Human Resources &

Marketing

Healthcare

Insurance services
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Indianapolis, Indiana

Cypress, California

Marlboro, Maryland

Palm Beach, Florida

Crestwood, Kentucky

Arlington, Texas

Las Vegas, Nevada

Great Falls, Montana

Jamaica Plain,

Massachusetts

Reston, Virginia

New York City, New York

Miami, Florida

Findlay, Ohio

Moraine, Ohio

Klamath Falls, Oregon

Grand Rapids, Michigan

Stockton, Missouri

Tampa, Florida

King of Prussia,

Pennsylvania

Darien, lllinois

$5 Million
$37 Million
$5 Million
$5 Million
<$5 Million
$10 Million
$223 Million

$115,957,403

<$5 Million
<$5 Million
$58 Million
$71 Million
$35 Million
$222 Million

not-for-profit,
community-owned

$2 Billion

not-for-profit,

community-owned

$9 Billion

$12 Billion

$14 Million

32


http://piperlogistics.com
http://westernoverseas.com
https://capitolcablecom.com
https://krusecom.com
https://pillarsupport.org
https://samsfurniture.com
https://www.creditonebank.com
https://www.gfps.k12.mt.us
https://www.aghall.com/
https://histotrac.com/
https://www.midoceanpartners.com/
https://www.networkcapital.com
https://www.rowmark.com
https://www.shookconstruction.com
https://www.skylakes.org
https://www.steelcase.com/
https://www.stockton.k12.mo.us/
https://www.sykes.com/
https://www.uhsinc.com/
http://lifequotes.com
https://www.zoominfo.com/c/life-quotes-inc/354344531
https://www.zoominfo.com/c/universal-health-services-inc/39977791
https://www.zoominfo.com/c/sykes-enterprises/102498468
https://www.zoominfo.com/c/stockton-r--1/261243069
https://www.zoominfo.com/c/steelcase-inc/80740596
https://rocketreach.co/sky-lakes-medical-center-profile_b5cfb43bf42e0a11
https://www.zoominfo.com/c/shook-construction-co/146719041
https://www.zoominfo.com/c/rowmark-llc/83035128
https://www.zoominfo.com/c/network-capital-inc/27279414
https://www.zoominfo.com/c/midocean-partners-lp/24970046
https://www.zoominfo.com/c/systemlink-inc/352398045
https://www.zoominfo.com/c/agricultural-hall/397981972?__cf_chl_tk=xH6J6KGHJ5NavxAzhx4fd.n.dZKJAfKVpulILqOZlJs-1650888180-0-gaNycGzNDmU
https://www.gfps.k12.mt.us/cms/lib/MT50000605/Centricity/Domain/88/2021-2022%20GFPS%20Budget%20Book_for%20website.pdf
https://www.zoominfo.com/c/credit-one-bank-na/45075682
https://www.zoominfo.com/c/sams-furniture-appliance/104858285
https://www.zoominfo.com/c/pillar-it-consulting/442566903
https://www.zoominfo.com/c/krusecom-llc/346800450
https://www.zoominfo.com/c/capitol-cable-communications-inc/354678711
https://www.zoominfo.com/c/western-overseas-corporation/55362021
https://www.zoominfo.com/c/the-piper-group/180633984

Crystal
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o
ef

(OnnéScImcr
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M nasiines

EXIDE
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Fresno
‘ Equipment
Company

GO

The GEO Group, Inc.®

EST 1987

HOMTEX

USA

©® Mérieux
NutriSciences

Loomisco

Northtown Auto

Panavision

Qmix

Seacoast Security

Tampa Bay Times

System Technology

inc.

Watermark

Communities

Western News

Broe

Calahan Law

CAO Group

Chefs Produce

Conn-Selmer

DHastings

Exide

Fresno Equipment

Geogroup

Homtex
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Nutrisciences
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Insurance services

Retail

Manufacturing

Entertainment

Electrical work and

services

News Services

Technology

manufacturing

Healthcare & Retirement

facilities

News Services

Real-estate

Law

Software & Services

Food Wholesaler

Manufacturing and

Retail

Logistics

Technology

Heavy-duty vehicle retail

Human resources

Textile

Consultancy Services

Copyright ® 2022 Crystal Blockchain B.V. All rights reserved.

Wyomissing,

Pennsylvania

Amherst, New York

Los Angeles, California

Columbus, Indiana

West Rockport, Maine

Petersburg, Florida

Joliet, Illinois

Tucson, Arizona

Prescott Valley, Arizona

Denver, Colorado

Baton Rouge, Louisiana

West Jordan, Utah

Dallas, Texas

Elkhart, Indiana

Laredo, Texas

Alpharetta, Georgia

Fresno, California

Boca Raton, Florida

Cullman, Alabama

Chicago, Illinois

$38 Million
$153 Million
$328 Million
$19 Million
$20 Million
$156 Million
<$5 Million
$111 Million
$50 Million
$76 Million
<$5 Million
$9 Million
$81 Million
$301 Million
$22 Million
$3 Billion
$30 Million
$2 Billion
$32 Million
$1 Billion
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http://www.loomisco.com
http://northtownauto.com
http://panavision.com
http://qmix.com
http://seacoastsecurity.com
http://sptimes.com
http://systemtechnologyinc.com
http://watermarkcommunities.com
http://westernnews.com
http://www.broe.com
http://www.calahanlaw.com/
http://www.caogroup.com
http://www.chefsproduce.com
http://www.conn-selmer.com
http://www.dhastings.com
http://www.exide.com
http://www.fresnoequipment.com
http://www.geogroup.com
http://www.homtex.com
http://www.merieuxnutrisciences.com
https://www.zoominfo.com/c/merieux-nutrisciences-corporation/34980459
https://www.zoominfo.com/c/homtex-inc/55250329
https://www.zoominfo.com/c/the-geo-group-inc/49403232
https://www.zoominfo.com/c/fresno-equipment-company/45062531
https://www.zoominfo.com/c/exide-technologies/41864338
https://www.zoominfo.com/c/daniel-b-hastings-inc/29330750
https://www.zoominfo.com/c/conn--selmer/25972409
https://www.zoominfo.com/c/chefs-produce/23890941
https://www.zoominfo.com/c/cao-group-inc/20896924
https://www.zoominfo.com/c/spencer-calahan-injury-lawyers/173539575
https://www.zoominfo.com/c/broe-group-company/13437042?__cf_chl_tk=xt06yME.C60GJFnOE6dK_p615hyQnBuKG2V4i.cz62g-1650882402-0-gaNycGzNDlE
https://www.zoominfo.com/c/western-news-info-inc/41943930
https://www.zoominfo.com/c/watermark-retirement-communities-inc/345245331
https://www.zoominfo.com/c/system-technology-inc/353877019
https://www.zoominfo.com/c/tampa-bay-times/65307100
https://www.zoominfo.com/c/seacoast-security-inc/34275725
https://www.zoominfo.com/c/reising-radio-partners-inc/32539057
https://www.zoominfo.com/c/panavision-inc/29573142
https://www.zoominfo.com/c/northtown-automotive-companies/77300417
https://www.zoominfo.com/c/the-loomis-company-school/344391572

Crystal
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Add Mellanox

NEW CASTLE

Northern Trust

Quench Water

Ridgeview Medical

Schmidt-Electric

Radial.com

Mueller Inc

Foursquare

Healthcare

Biomarin

Cheney Brothers

Applied Consultants

Concentrix

Nexstar

SJC Law

The Money Store

Network Capital

Pac-Van

Siegfried Group

Advance Tabco

Mellanox

Nchp
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Financial Services

Retail Services

Healthcare

Technology Services

Entertainment

Building & Roofing

Healthcare

Pharmaceuticals

Foodservice Distributor

Energy

Consultancy

Entertainment

Law

Financial Services

Financial Services

Logistics

Human Resources

Retail / Manufacturing

Semiconductors

Construction
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Chicago, Illinois

King of Prussia,

Pennsylvania

Arlington, Minnesota

Katy, Texas

King of Prussia,

Pennsylvania

Ballinger, Texas

Dallas, Texas

San Rafael, California

Florida

Longview, Texas

Cincinnati, Ohio

Irving, Texas

Los Angeles, California

Florham Park, New

Jersey

Irvine, California

Indianapolis, Indiana

Wilmington, Delaware

Jackson, Georgia

Austin, Texas

White Plains, New York

$6 Billion

$68 Million

$323 Million

<$5 Million

$1 million

$203 Million

$27.95 million

$1 Billion

$2 Billion

$179 Million

$2.951 billion

$4 Billion

<$5 Million

$49 Million

$191 Million

$66 Million

$218 Million

$48 Million

$1.33 Billion

$69 Million
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http://www.northerntrust.com
http://www.quenchwater.com
http://www.ridgeviewmedical.org
http://www.schmidt-electric.com
http://www.Radial.com
https://www.muellerinc.com/
https://foursquarehealthcare.com/
https://biomarin.com/
https://www.cheneybrothers.com/
https://www.appliedconsultants.com/
http://convergys.de
https://www.nexstar.tv/
https://www.sjclaw.com/
http://themoneystore.com
http://networkcapital.net
http://pacvan.com
http://siegfriedgroup.com
http://advancetabco.com
http://mellanox.com
http://ncbp.com
https://www.zoominfo.com/c/new-castle-building-products/123388454
https://rocketreach.co/mellanox-technologies-profile_b5c627c4f42e0ca9
https://www.zoominfo.com/c/advance-tabco/1478584
https://www.zoominfo.com/c/the-siegfried-group-llp/48513321
https://www.zoominfo.com/c/pac--van-inc/91556061
https://www.zoominfo.com/c/network-capital-funding-corporation/193479267
https://www.zoominfo.com/c/the-money-store-company/63833923
https://www.zoominfo.com/c/scott-j-corwin/345667092
https://www.zoominfo.com/c/nexstar-media-group-inc/48301568?__cf_chl_tk=Xf9PUnVBCoesvVQcHN3kndmk5NUp_r47Wcn12BEMTG0-1650889842-0-gaNycGzNDpE
https://www.zoominfo.com/c/convergys-germany/430608217
https://www.zoominfo.com/c/applied-consultants-inc/2473996
https://www.prnewswire.com/news-releases/cheney-brothers-announces-partnership-investment-from-clayton-dubilier--rice-301099138.html#:~:text=Cheney%20Brothers%20is%20one%20of,square%20feet%20of%20distribution%20space.
https://www.zoominfo.com/c/biomarin/10570260
https://www.dnb.com/business-directory/company-profiles.foursquare_healthcare_ltd.f430490bb44df660ed9987a5293c5dcd.html
https://www.zoominfo.com/c/mueller/25854331
https://rocketreach.co/radial-profile_b5cdd119f42e0b4a
https://www.zoominfo.com/c/schmidt-electric-company-inc/105972271
https://www.zoominfo.com/c/ridgeview-medical-center/82003144
https://www.zoominfo.com/c/quench-water/344466692
https://www.zoominfo.com/c/northern-trust-corporation/37094616

Crystal
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RDIMARKETING
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Rdi marketing
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Softub Canada

Transbec
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Insurance
Technology

manufacturing

Car dealerships

Construction

Consultancy

Technology

manufacturing

Manufacturing

Technology Services

Retail

Construction

Law

Technology

manufacturing

Marketing / Services

Technology

Manufacturing

Manufacturing &
Distribution

Autoparts
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Billings, Montana

Cincinnati, Ohio

Farmington, Michigan

Saudi Arabia

Sydney, New South
Wales, Australia

London, United Kingdom

Quebec, Canada

Paris, France

Glasgow, Scotland

Niagara Falls, Ontario,
Canada

Toronto, Ontario, Canada

Hangzhou, Zhejiang,
China (Global)

Richmond, Victoria,
Australia

Burlington, Ontario,
Canada

Greater Sudbury,
Ontario, Canada

Québec, Canada

$84 Million

$21 Million

$22 Million

$6 Million

$416 Million

$3 Billion

$24 Million

$4 Billion

<$5 Million

$636 Million

$53 Million

$12 Billion

$5 Million

$307 Million

<$5 Million

$21 Million
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http://paynewest.com
http://verdin.com
http://tomholzerford.com
http://nasscaff.com
http://saiglobal.com
http://smiths.com
http://www.arneg.ca
http://www.soprasteria.com
http://www.tmsdirect.co.uk
https://www.esfox.com/
http://www.hullandhull.com
https://www.hikvision.com/
https://www.rdimarketing.com.au/
http://evertz.com
https://softubcanada.com/
http://www.transbec.com
https://www.zoominfo.com/c/transbec-inc/38716038
https://www.zoominfo.com/c/softub/82411933
https://www.zoominfo.com/c/evertz-microsystems-ltd/13534233
https://www.zoominfo.com/c/rdi-marketing/346895353
https://www.zoominfo.com/c/hangzhou-hikvision-digital-technology-co-ltd/23545683
https://www.zoominfo.com/c/hull-hull-llp/77596873
https://www.zoominfo.com/c/es-fox-limited/36933527
https://www.zoominfo.com/c/tms-direct/345709224
https://www.zoominfo.com/c/sopra-steria-limited/49513439
https://www.zoominfo.com/c/arneg-spa/343411480
https://www.zoominfo.com/c/smiths-group-plc/97239446
https://www.zoominfo.com/c/sai-global-pty-ltd/60752796
https://www.zoominfo.com/c/nassaco-group/356346111?__cf_chl_tk=k3.9hr.aqnlGmDnNp6wkp.sBIYt6NPME0.L7GDFO71o-1650879887-0-gaNycGzNDuU
https://www.zoominfo.com/c/tom-holzer-ford/105742551
https://www.zoominfo.com/c/the-verdin-company/40747342
https://www.zoominfo.com/c/paynewest-insurance-inc/86605840
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Disclaimer

Information presented does not constitute legal advice. Crystal Blockchain B.V. accepts no
responsibility for any information contained herein and disclaims and excludes any liability in
respect of the contents or for action taken based on this information

Yours in analytics,
The Crystal Blockchain Team

Email: enterprise@crystalblockchain.com, contact@crystalblockchain.com, investigations@crystalblockchain.com
Facebook: https://www.facebook.com/CrystalBlockchainAnalytics

Twitter: https://twitter.com/@CrystalPlatform

Crystal is the world-leading all-in-one blockchain analytics tool for crypto AML compliance, providing blockchain analytics
and crypto transaction monitoring for thousands of cryptocurrencies in real-time.

Crystal Blockchain works globally with customers in the digital asset industry, the banking, and FI sectors. We help
streamline their Know Your Transaction (KYT) and Anti-Money Laundering (AML) procedures for meeting international
compliance standards.

Available as a free demo version, Saa$S, API, and for on-premise installation. Engineered by Bitfury.
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